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HyperW 

B2B Website Personalization Engine 

 

DATA PROCESSING ADDENDUM 

Entered into pursuant to Article 28 of Regulation (EU) 2016/679 (General Data Protection Regulation) 

THE PARTIES 

Processor 
Melya Holding B.V., a private limited company incorporated under the laws of the 

Netherlands, having its registered office in Rotterdam, operating the HyperW 

service (the “Processor”, “HyperW” or “we”) 

Customer 
The legal entity that has entered into the Main Agreement for the HyperW service 

(the “Controller”, “Customer” or “you”) 

Service 
HyperW — a multi-tenant, AI-powered B2B website personalization engine 

accessible at app.hyperw.net and related endpoints 

Contact dennis@hyperw.net  ·  hyperw.net/privacy 

Document Data Processing Addendum · Template v1.1 · Schedule 1 to the Main Agreement 

This Data Processing Addendum (“DPA” or “Addendum”) forms an integral part of, and is governed by, 

the SaaS Subscription Agreement or other master services agreement between the Processor and the 

Customer (the “Main Agreement”). In the event of any conflict between this DPA and the Main Agreement 

in respect of the Processing of Personal Data, this DPA prevails. In the event of any conflict between this 

DPA and the Standard Contractual Clauses referenced in Article 9, the Standard Contractual Clauses 

prevail. 

The Parties have agreed as follows. 
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1.  Definitions 

1.1 Terms in capitals used but not defined in this DPA have the meaning given to them in the GDPR 

or in the Main Agreement. 

1.2 In this DPA: 

(a) “GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council 

of 27 April 2016 on the protection of natural persons with regard to the processing of 

personal data and on the free movement of such data; 

(b) “Applicable Data Protection Law” means the GDPR together with any national 

implementing or supplementary laws, including the Dutch Uitvoeringswet AVG (UAVG), 

and the EU ePrivacy rules as transposed into the Dutch Telecommunicatiewet, to the 

extent applicable to the Processing under this DPA; 

(c) “Personal Data”, “Processing”, “Controller”, “Processor”, “Data Subject”, “Personal Data 

Breach” and “Supervisory Authority” have the meanings given in Article 4 GDPR; 

(d) “Customer Personal Data” means Personal Data Processed by the Processor on behalf 

of the Customer under the Main Agreement, as further described in Annex 1; 

(e) “Sub-processor” means any third party engaged by the Processor to Process Customer 

Personal Data on its behalf; 

(f) “Standard Contractual Clauses” or “SCCs” means the standard contractual clauses for 

the transfer of personal data to third countries adopted by the European Commission in 

Implementing Decision (EU) 2021/914; 

(g) “Aggregated and Anonymised Data” means data derived from the Processing that has 

been irreversibly aggregated and stripped of all identifiers such that it no longer relates to 

an identified or identifiable natural person, as further described in Article 15.5. 

2.  Roles of the Parties and Subject Matter 

2.1 The Customer is the Controller and the Processor is the Processor in respect of the Customer 

Personal Data, except where the Customer itself acts as a processor on behalf of a third-party 

controller, in which case the Processor acts as a sub-processor and the obligations in this DPA 

apply accordingly. 

2.2 The subject matter, nature and purpose of the Processing, the types of Personal Data and the 

categories of Data Subjects are described in Annex 1. The Processor shall Process Customer 

Personal Data only for the purpose of providing the HyperW service under the Main Agreement 

and only on documented instructions from the Customer. 

2.3 The Customer warrants that it has a valid legal basis under Article 6 GDPR for the Processing it 

instructs, that it has provided all required information to Data Subjects, and that its instructions 

comply with Applicable Data Protection Law. 

3.  Duration of the Processing 

3.1 This DPA takes effect on the same date as the Main Agreement and remains in force for as long 

as the Processor Processes Customer Personal Data on behalf of the Customer. 
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3.2 The provisions that by their nature are intended to survive termination — including Articles 6 

(Confidentiality), 11 (Personal Data Breach), 14 (Return and Deletion) and 15 (General) — 

survive termination or expiry of this DPA and the Main Agreement. 

4.  Processing on Documented Instructions 

4.1 The Processor shall Process Customer Personal Data only on documented instructions from the 

Customer, including with regard to transfers of Customer Personal Data to a third country, unless 

required to do so by Union or Member State law to which the Processor is subject. In such a 

case, the Processor shall inform the Customer of that legal requirement before Processing, 

unless that law prohibits such information on important grounds of public interest. 

4.2 The Main Agreement, this DPA (including its Annexes), the configuration choices the Customer 

makes within the HyperW administration interface, and any further written instructions agreed 

between the Parties constitute the Customer’s complete and documented instructions. 

4.3 The Processor shall immediately inform the Customer if, in its opinion, an instruction infringes 

Applicable Data Protection Law. The Processor is not obliged to carry out an instruction it 

reasonably considers unlawful. 

5.  Obligations of the Processor 

5.1 In addition to its other obligations under this DPA, the Processor shall: 

(a) Process Customer Personal Data only as set out in Article 4; 

(b) ensure that persons authorised to Process Customer Personal Data have committed 

themselves to confidentiality or are under an appropriate statutory obligation of 

confidentiality; 

(c) implement and maintain the technical and organisational measures described in Article 7 

and Annex 2; 

(d) respect the conditions in Article 8 for engaging Sub-processors; 

(e) assist the Customer as set out in Articles 10, 11 and 12; 

(f) at the choice of the Customer, delete or return Customer Personal Data as set out in 

Article 14; 

(g) make available to the Customer the information necessary to demonstrate compliance 

with Article 28 GDPR and allow for and contribute to audits as set out in Article 13. 

5.2 The Processor shall ensure data minimisation by collecting only the Customer Personal Data 

necessary to deliver the service, and shall apply the retention limits described in Annex 1. 

6.  Confidentiality 

6.1 The Processor shall keep Customer Personal Data confidential and shall not disclose it to any 

third party except as permitted by this DPA, required to provide the service, or required by law. 

6.2 The Processor shall ensure that access to Customer Personal Data is limited to those personnel 

who require access to perform the Main Agreement, on a need-to-know basis, and that all such 

personnel are bound by binding confidentiality obligations. 

7.  Security of Processing 
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7.1 Taking into account the state of the art, the costs of implementation, and the nature, scope, 

context and purposes of Processing, as well as the risk to the rights and freedoms of natural 

persons, the Processor shall implement appropriate technical and organisational measures to 

ensure a level of security appropriate to the risk, in accordance with Article 32 GDPR. 

7.2 The measures implemented by the Processor are described in Annex 2. The Processor may 

update these measures from time to time provided that the level of security is not materially 

reduced. 

7.3 Customer Personal Data is hosted within the European Union. The primary data stores operate in 

EU data centres (Upstash Redis, region eu-west-3) and EU analytics infrastructure (PostHog 

EU), as set out in Annex 3. 

8.  Sub-processors 

8.1 The Customer provides general written authorisation for the Processor to engage Sub-

processors. The Sub-processors engaged at the date of this DPA are listed in Annex 3. 

8.2 The Processor shall inform the Customer of any intended addition or replacement of a Sub-

processor at least fourteen (14) days in advance, thereby giving the Customer the opportunity to 

object on reasonable data-protection grounds. If the Customer objects and the Parties cannot 

reach a resolution, the Customer may terminate the affected part of the Main Agreement. 

8.3 The Processor shall impose on each Sub-processor, by way of a written contract, data-protection 

obligations no less protective than those in this DPA. The Processor remains fully liable to the 

Customer for the performance of each Sub-processor’s obligations. 

9.  International Transfers 

9.1 The Processor shall not transfer Customer Personal Data to a country outside the European 

Economic Area unless it has taken measures to ensure the transfer is lawful under Chapter V 

GDPR. 

9.2 Where a Sub-processor is located in, or Processes Customer Personal Data from, a third country 

that is not the subject of an adequacy decision, the transfer shall be governed by the Standard 

Contractual Clauses, which are incorporated into this DPA by reference and completed in 

accordance with Annex 3, supplemented by any additional safeguards required following a 

transfer impact assessment. 

10.  Assistance with Data Subject Rights 

10.1 Taking into account the nature of the Processing, the Processor shall assist the Customer by 

appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of 

the Customer’s obligation to respond to requests for exercising the Data Subject rights laid down 

in Chapter III GDPR (including access, rectification, erasure, restriction, portability and objection). 

10.2 Where a Data Subject submits a request directly to the Processor, the Processor shall promptly 

forward it to the Customer and shall not respond to the request itself except on the documented 

instructions of the Customer. 

10.3 Customer Personal Data is held primarily in the Processor’s Redis data store with all identifiers 

centralised, enabling deletion or export in response to a Data Subject request. Where Customer 
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Personal Data has also been pushed to a Customer-controlled destination (for example a CRM or 

webhook endpoint), the Customer is responsible for fulfilling the request in those destinations. 

11.  Personal Data Breach 

11.1 The Processor shall notify the Customer without undue delay, and in any event within forty-eight 

(48) hours, after becoming aware of a Personal Data Breach affecting Customer Personal Data. 

11.2 The notification shall, to the extent known, describe: 

(a) the nature of the Personal Data Breach, including the categories and approximate 

number of Data Subjects and records concerned; 

(b) the likely consequences of the breach; 

(c) the measures taken or proposed to address the breach and to mitigate its possible 

adverse effects; 

(d) the name and contact details of a point of contact from whom more information can be 

obtained. 

11.3 The Processor shall assist the Customer in meeting the Customer’s own obligations to notify the 

Supervisory Authority and affected Data Subjects under Articles 33 and 34 GDPR. The Processor 

shall not notify any Supervisory Authority or Data Subject on the Customer’s behalf unless legally 

required or instructed to do so by the Customer. 

12.  Data Protection Impact Assessment and Prior Consultation 

12.1 The Processor shall provide reasonable assistance to the Customer with any data protection 

impact assessment and any prior consultation with a Supervisory Authority that the Customer is 

required to carry out under Articles 35 and 36 GDPR, taking into account the nature of the 

Processing and the information available to the Processor. 

13.  Audit Rights 

13.1 The Processor shall make available to the Customer all information necessary to demonstrate 

compliance with the obligations laid down in Article 28 GDPR and shall allow for and contribute to 

audits, including inspections, conducted by the Customer or another auditor mandated by the 

Customer. 

13.2 Audits shall be conducted on reasonable prior written notice of at least thirty (30) days, during 

normal business hours, no more than once per calendar year (save where required by a 

Supervisory Authority or following a Personal Data Breach), and in a manner that does not 

unreasonably disrupt the Processor’s operations. The Processor may satisfy an audit request by 

providing relevant certifications, third-party audit reports or a completed security questionnaire 

where these reasonably address the Customer’s request. 

13.3 Each Party bears its own costs in connection with an audit, save that the Customer shall 

reimburse the Processor’s reasonable costs for any audit that goes beyond the provision of 

existing documentation. 

14.  Return and Deletion of Personal Data 
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14.1 Upon termination or expiry of the Main Agreement, the Processor shall, at the choice of the 

Customer, delete or return all Customer Personal Data and delete existing copies, unless Union 

or Member State law requires storage of the Customer Personal Data. 

14.2 The Customer may make such a request within thirty (30) days of termination. In the absence of a 

request, the Processor shall delete the Customer Personal Data within ninety (90) days of 

termination. Session-level data is in any event subject to a rolling thirty (30) day time-to-live and is 

deleted automatically thereafter. 

14.3 Article 14.1 does not apply to Aggregated and Anonymised Data, which is not Personal Data and 

is dealt with under Article 15.5. 

15.  General Provisions 

15.1 Governing law and jurisdiction. This DPA is governed by the laws of the Netherlands. Any dispute 

arising out of or in connection with this DPA shall be submitted to the competent court in 

Rotterdam, without prejudice to the jurisdiction provisions of the Standard Contractual Clauses 

where these apply. 

15.2 Liability. Each Party’s liability arising out of or related to this DPA is subject to the limitations and 

exclusions of liability set out in the Main Agreement, and any reference in the Main Agreement to 

a Party’s liability means the aggregate liability of that Party under the Main Agreement and this 

DPA together. 

15.3 Order of precedence. This DPA supplements and is incorporated into the Main Agreement as 

Schedule 1. Where the Main Agreement and this DPA conflict in respect of the Processing of 

Personal Data, this DPA prevails. 

15.4 Novation to HyperW B.V. The Processor is currently Melya Holding B.V. The Parties 

acknowledge that the HyperW service is to be transferred to HyperW B.V. upon its incorporation. 

The Customer hereby consents in advance to the novation of this DPA and the Main Agreement 

from Melya Holding B.V. to HyperW B.V. upon such incorporation, with effect from the date 

HyperW B.V. notifies the Customer in writing of the transfer. All rights and obligations under this 

DPA continue unaffected following the novation. 

15.5 Aggregated and Anonymised Data. The Processor may create Aggregated and Anonymised Data 

from the Processing and may use such data for the operation, improvement and benchmarking of 

the HyperW service, including cross-customer intelligence. Because Aggregated and 

Anonymised Data has been irreversibly stripped of all identifiers before aggregation and no 

longer relates to any identified or identifiable natural person, it falls outside the scope of the 

GDPR. The ownership of, and the Processor’s rights in, such data are governed by the Main 

Agreement. 

15.6 Changes. The Processor may update this DPA where required by changes in Applicable Data 

Protection Law, the addition of new safeguards, or changes to the service, provided that no such 

change materially reduces the protection of Customer Personal Data. Material changes will be 

notified to the Customer with at least thirty (30) days’ notice. 

15.7 Severability. If any provision of this DPA is held invalid or unenforceable, the remaining provisions 

continue in full force and the invalid provision is replaced by a valid provision that most closely 

reflects the original intent. 
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Annex 1 — Details of the Processing 

Subject matter of the Processing 

Provision of the HyperW B2B website personalization service, under which visitor behaviour and 

contextual signals on the Customer’s website are used to generate and serve personalized content and to 

surface lead-intelligence to the Customer. 

Nature and purpose of the Processing 

Collection, storage, organisation, analysis, enrichment and retrieval of visitor and contextual data for the 

purpose of (a) real-time content personalization; (b) lead identification and intent scoring; (c) generation of 

personalized panels using a third-party AI model; and (d) reporting and analytics for the Customer. 

Duration of the Processing 

For the term of the Main Agreement. Session-level data is subject to a rolling thirty (30) day time-to-live. 

Return and deletion on termination is governed by Article 14. 

Categories of Data Subjects 

Visitors to the Customer’s website, including prospective customers, business contacts and representatives of 

organisations browsing the Customer’s site. 

Types of Personal Data 

Category Examples 

Network identifiers IP address; approximate geolocation derived from IP (city / region / country) 

Device / browser data Browser and device fingerprint, user-agent, returning-visitor signal 

Organisational data 
Company / organisation name and inferred industry derived from IP, 

reverse-DNS and ASN lookups 

Behavioural data Page views, scroll and click events, content interactions, session references 

Derived data 
Intent score, visitor cohort, content-fatigue signal and other derived 

classifications 

Optional contact data 
Where the visitor submits it (e.g. email address via a form) or where the 

Customer enables inference of a business email 

No special categories of personal data (Article 9 GDPR) are intentionally Processed. The Customer shall 

not configure the service to collect special category data. 
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Annex 2 — Technical and Organisational Measures 

The Processor implements and maintains the following measures in accordance with Article 32 GDPR. 

These measures may be updated provided the overall level of security is not materially reduced. 

Data residency and segregation 

All Customer Personal Data is hosted within the European Union. The multi-tenant architecture enforces 

tenant isolation: each tenant’s data is namespaced by a unique client identifier and the API layer restricts 

access so that one tenant cannot access another tenant’s data. 

Encryption 

Data is encrypted in transit using TLS. Data at rest is encrypted by the underlying EU infrastructure 

providers. Secrets and API tokens are stored as encrypted environment variables and are not exposed to 

clients. 

Access control 

Access to production systems and Customer Personal Data is restricted on a least-privilege, need-to-

know basis. Administrative access is authenticated; cookies carry secure flags; session data is held with 

strict time-to-live limits. 

Data minimisation and retention 

The service collects only the data necessary for personalization and lead intelligence. Personal identifiers 

are centralised in a single store to enable controlled deletion. Session-level data carries a rolling 30-day 

time-to-live. 

Logging and monitoring 

Application errors and security events are monitored. Behavioural analytics are processed through EU 

analytics infrastructure and segmented by tenant. 

Resilience and availability 

The service runs on managed, redundant cloud infrastructure with automated deployment controls and 

environment separation between development and production. 

Sub-processor governance 

Sub-processors are bound by written contracts imposing data-protection obligations no less protective 

than this DPA, and are listed and maintained in Annex 3. 

Breach management 

Documented procedures are in place to detect, assess and notify Personal Data Breaches in accordance 

with Article 11 of this DPA. 
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Annex 3 — Authorised Sub-processors 

The following Sub-processors are authorised at the date of this DPA. The current list is maintained and 

made available to the Customer on request. Transfers outside the EEA, where they occur, are governed 

by the Standard Contractual Clauses and supplementary safeguards. 

Sub-processor Purpose Location / Transfer basis 

Vercel Application hosting and edge compute EU region; SCCs for any US transfer 

Upstash (Redis) 
Primary data store for session and visitor 

data 
EU — eu-west-3 

PostHog EU Behavioural / product analytics EU 

IPInfo IP geolocation lookup SCCs where applicable 

FingerprintJS 
Device / browser fingerprinting and 

returning-visitor detection 
SCCs where applicable 

Anthropic (Claude 

API) 
AI generation of personalized content SCCs where applicable 

Brandfetch 
Organisation and business-email 

inference 
SCCs where applicable 

Sentry Error and performance monitoring SCCs where applicable 

Slack 
Operational and lead alerting to the 

Customer 
SCCs where applicable 

HubSpot / Salesforce 
Optional CRM integration, where enabled 

by the Customer 
SCCs where applicable 

Where the Customer enables an integration that pushes Customer Personal Data to a destination it 

controls (such as its own CRM or webhook endpoint), that destination is not a Sub-processor of the 

Processor and the Customer acts as Controller in respect of that onward Processing. 

— End of Data Processing Addendum — 


